Although local area networks (LANs) are commonplace in hospitalbased radiology departments today, wireless LANs are still relatively unknown and untried. A linked wireless reporting system was devel oped to improve work throughput and efficiency. It allows radiologists, physicians, and technologists to review current radiology reports and images and instantly compare them with reports and images from pre vious examinations. This reporting system also facilitates creation of teaching files quickly, easily, and accurately. It consists of a Digital Im aging and Communications in Medicine 3.0 -based picture archiving and communication system (PACS), a diagnostic report server, and portable laptop computers. The PACS interfaces with magnetic reso nance imagers, computed tomographic scanners, and computed radi ography equipment. The same kind of functionality is achievable with a wireless LAN as with a wired LAN, with comparable bandwidth but with less cabling infrastructure required. This wireless system is pres ently incorporated into the operations of the emergency and radiology departments, with future plans calling for applications in operating rooms, outpatient departments, all hospital wards, and intensive care units. No major problems have been encountered with the system, which is in constant use and appears to be quite successful. © 
Introduction
Conventional picture archiving and communica tion systems (PACS) were developed mainly to archive, manage, and save diagnostic images ob tained with various modalities. A number of radi ologists who have installed or will soon install such a system have expressed the desire to add a reporting function to the conventional PACS al ready in use.
In 1999, we developed a network reporting system in conjunction with Hitachi Medical (To kyo, Japan) that was designed to interact with and be connected to the same network systems as our PACS. In February 2000, we introduced into our system several reporting terminals connected by a wireless local area network (LAN).
In this article, we discuss and illustrate the configuration of our wireless reporting system and demonstrate the clinical feasibility of incorporat ing such a system into the same network with a PACS. We emphasize the basic technology, secu rity and safety features, advantages and disadvan tages, and future applications of wireless LANs.
System Configuration
The configuration of our reporting system allows efficient archiving of imaging data through con nection of various medical imaging devices by means of the Digital Imaging and Communica tions in Medicine (DICOM) 3.0 interface and facilitates retrieval of diagnostic reports with their corresponding images (Fig 1) .
The system currently in use at our hospital consists of an OPEN-PACS (Hitachi), a diagnos tic report server (Hitachi HA8000), and portable laptop computers (Windows personal computers [PCs] ) (Microsoft, Redmond, Wash), all of which interface with our magnetic resonance (MR) im agers, computed tomographic (CT) scanners, and computed radiography equipment by means of a DICOM 3.0 -based PACS using the Ethernet (10BaseT) (Fig 2) .
Oracle 8 software (Oracle, Redwood Shores, Calif) was used to develop our reporting system for the diagnostic report server and Microsoft Ac cess 97 for the computer terminals. Network data management of both report documents and diag nostic images is one of the hallmarks of our sys tem. With this system, radiologists can generate Figure 2 . Diagram illustrates our hospital network system, which consists of a PACS, a diagnostic report server, and portable laptop computers. All components interface with MR imagers, CT scan ners, and computed radiography (CR) equipment via DICOM 3.0 -based PACS using the Ethernet (10BaseT). Multiple reporting terminals are connected to the existing system by means of a wireless LAN with PC cards and access points. The portable computers were initially connected to the network in 1999 with a wired LAN.
accurate diagnostic reports that are intimately related to the images stored in our PACS. Com pressed high-resolution JPEG (Joint Photographic Expert Group) diagnostic images are in corporated into the report and visualized simulta neously.
Radiologists now have the ability to associate every report with key images from a study, which facilitates image interpretation. Referring clini cians also benefit by being able to simultaneously view the written report and the corresponding key images.
Each computer terminal requires installation of Microsoft Access. Once this software is installed, both radiologists and clinicians can access the system on their own computers by logging in with a user identification (ID) and a password.
Clinicians can access a particular report after it has been confirmed by the radiologist with refer ence to patient information (eg, name and ID), date of examination, name of referring physician, and so on. They can then retrieve and read the radiology reports and view the corresponding key images in the same window. Simultaneously, all relevant PACS images are automatically trans ferred to the reporting window. If the clinician desires to view all the images from a particular study and select one particular frame, he simply places the cursor on the image field of the com puter screen and clicks the mouse. The images obtained during the examination will then auto matically scroll by in order of acquisition. The clinician need only pause at whichever figure he chooses, allowing him to examine at his leisure the information displayed.
Only the radiologists' personal IDs are "recog nized" by the system to allow them access for the express purpose of creating radiology reports. Neither radiologists nor clinicians can change or rewrite the information contained in the original radiology report. Should a radiologist wish to cor rect, alter, or recreate a report, he must generate a revised document with a notation flagging the new record as a revision. He cannot delete the old records or logs of "wrong" reports. These remain as a permanent record in the main computer of the report server.
The search for and retrieval of data from stored previous reports with regard to modality, organ system, disease process, date, referring clinic, physician's name, and so on are greatly simplified. This also facilitates the creation of teaching files (1, 2) . Stored previous reports with incorporation of the corresponding images can themselves actually be considered the teaching files. These reports and images remain in the sys tem permanently and can be flagged or coded for easy, rapid retrieval.
In February 2000, we introduced several new reporting terminals into the existing system by means of a wireless LAN with PC cards (model PCC-11; Corega, Yokohama, Japan) and access points (model AP-11) (Corega). Since May 1999, approximately 40,000 diagnostic reports and 1 million images representing over 15,000 patients have been retrieved and viewed on both wired and wireless reporting terminals.
What Is a Wireless LAN?
A wireless LAN is a flexible data communication system designed to provide location-independent network connections between computing devices with use of radio-frequency (RF) technology rather than a cable infrastructure. This allows Ethernet transmission speeds with few or no wired connections. Wireless LANs are usually implemented as the final link between existing wired networks and a group of client computers, giving the latter wireless access to the full resources and services of the corporate network throughout a given area (3).
Rather than requiring regional plug jacks, a wireless LAN requires only that a user be within range of a node, which results in greater mobility and flexibility for existing LANs.
Infrared technology is also wireless, but its use requires a direct line of sight between sender and receiver. Furthermore, unlike radio waves (Fig 3) , infrared rays cannot penetrate walls (4). Radio waves have limitations as well, being unable to penetrate certain areas such as x-ray rooms and elevator shafts. Therefore, it is vital that a site survey be made preparatory to install ing a system to ensure optimal placement of ac cess points.
The distance over which RF communication can take place is a function of product design and the length of the propagation path. The radius of indoor coverage for typical wireless LANs varies from less than 100 to more than 500 feet, depending on regional construction. Walls, incorpo rated metal, and even the human body can affect energy propagation, thus limiting the effective ness of a particular system (5) .
Wireless LANs, with multiple access points linked to a wired network, allow efficient sharing of network resources throughout an entire build ing or campus.
The potential distance of wireless communica tion by means of signal transmission is intimately related to the power output inherent in the sys tem. Wireless LANs use "microcells" similar to a cellular telephone to extend the range of wireless connectivity. Individual microcells overlap to al low continuous communication within wired networks ("roaming") (Fig 4) 
Applications for Wireless LANs
Wireless LANs will usually augment rather than replace wired LANs, often providing the final few meters of connectivity between a basic network and the mobile user. This is particularly advanta geous for hospital-based physicians and nurses, providing increased flexibility with use of palmtop or notebook computers in conjunction with 
Mechanisms of Wireless LAN Security
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Mechanism or Method of Security
In 1997, the Institute of Electrical and Elec tronic Engineers (IEEE) ratified the original 802.11 specification as the standard for wireless LANs. The 802.11 standard provided data transmission rates of 1 and 2 Mbytes/sec, a set of fun damental signaling methods, and other services. However, the rates supported by this standard were too slow for most general business require ments and delayed the acceptance of wireless LANs.
In 1999, recognizing the critical need to support higher data transmission rates, the IEEE ratified the 802.11b standard, allowing transmis sion at speeds up to 11 Mbytes/sec. The 802.11b standard allows more efficient wireless perfor mance and throughput with wireless LANs, making them comparable to wired Ethernet service (5).
Wireless LAN Technology
Most wireless LANs use spread-spectrum tech nology, a technique developed by the military to ensure reliable, secure communications. Spreadspectrum technology is designed to sacrifice bandwidth efficiency for reliability, integrity, and security. Two forms of spread-spectrum technol ogy are presently available: frequency-hopping spread-spectrum technology and direct sequence spread-spectrum technology ( 
Standards for Wireless LANs
The widespread acceptance of wireless LANs de pends on industry standardization to ensure prod uct compatibility and reliability among the vari ous manufacturers. This was accomplished with the adoption of specific standards (3).
Security in Wireless LANs
Clearly, it is important that network administra tors be concerned about security related to their networking systems. Internet-based hacker and virus attacks occur daily. Therefore, safeguards are of prime importance in creating a network system, including those of a wireless LAN system. Because of its roots in military applications, impregnability has been a much-touted design criterion for wireless devices, making them more secure than most wired LANs. Thanks to com plex encryption techniques and security-enabled nodes, unauthorized receipt of wireless LAN transmissions is nearly impossible.
There are four primary security modalities available for wireless LANs: spread-spectrum technology, wired equivalent privacy, station au thentication, and extended service set ID (Table) (3,5,7).
Safety Considerations
There has been much controversy in the literature recently regarding the emission of RF electromag netic energy and its potentially deleterious effects on the health of individuals in proximity to such emissions.
To date, there has been no evidence to sub stantiate that wireless LANs adversely affect user well-being, the principal reason being the low power output of these systems, which is signifi cantly less than that of a handheld cellular phone. Furthermore, wireless LAN technology differs from cellular technology in that it uses an inter mittent type of transmit-receive protocol ("burst type"), whereas cellular technology transmits and receives constantly (ie, is connection oriented). The typical handheld cell phone is 20 times more powerful than a wireless LAN product. In addi tion, since radio waves fade rapidly over distance, wireless LAN users receive very little exposure to RF energy. As of 1996, ECRI (formerly the Emergency Care Research Institute) had reported no problems with low-power wireless technolo gies at or below 100 mW and suggested that their potential for interference with clinical devices is "substantially less than even that associated with the use of cellular telephones" (8, 9) . Wireless LANs must also adhere to stringent government and industry regulations developed as safety precautions. These standards and recommendations arise from panel discussions and scientific com mittees in which the extensive research literature is constantly being reviewed and interpretations revised when necessary (5).
Advantages of Wireless LANs
Wireless LANs simplify many of the installation and configuration issues that plague network managers in that only the access points of wireless LANs require cabling, which makes any innova tive change a simple matter. Once configured, wireless LANs can be moved to different loca tions with little or no modification.
At their discretion, radiologists, physicians, and technologists have the option of reviewing prior reports (together with their key images) anywhere within the hospital at any time with few or no restrictions. This review can take place during physician consultations, film conferences, or pa tient examinations. Furthermore, retrieval of ear lier images allows comparison with present ex amination images without viewing the previous films themselves or their PACS images. This innovation also facilitates creation of diagnostic reports outside the formal reading room while the radiologist is actively consulting with a referring physician, enabling the radiologist to obtain addi tional clinical and other diagnostic data and al lowing more concise and accurate radiology reports.
Wireless LANs are easily adaptable for use with notebook PCs. Use of these small units re sults in cost and energy savings compared with larger high-end units. It can also limit the amount of equipment required in the reading room without loss of time or efficiency (eg, reduction in the number of printers required to generate reports).
Besides immediate equipment costs, the po tential user must also take into account installa tion and maintenance costs, including increased costs resulting from poor product quality and design, factors that could in turn lead to increased help desk support costs. Installation and mainte nance costs can virtually dwarf the initial equip ment costs of a wireless LAN. Products that are simple to install, use, and manage and that perform up to their specifications may be worth the higher initial equipment investment because they will provide greater savings in the long run (3).
Disadvantages of Wireless LANs
One major disadvantage of wireless LANs is their reliance on battery technology (10) . Battery tech nology and research is still in its infancy, with present-day batteries having a short life, which may result in limited productivity. This situation will probably improve significantly in the near future, but the hurdle still remains to be cleared.
Another disadvantage of wireless LANs is that data transmission may be limited by the construc tion and daily operation of radiology departments.
The thick concrete department walls create effec tive barriers to data transmission, and the em ployment of many electronic devices with a vari ety of radio frequencies could, theoretically, inter fere with information transmission. Another problem is the low data transmission rate (11 Mbytes/sec) for image transmission. However, research is presently underway to overcome this deficiency.
In a study by Tan and Hinberg (11) in which 65 medical devices were tested, two handheld Doppler units were affected by the wireless LAN system. New guidelines are currently being devel oped for the use of RF-emitting devices in an emergency setting because of the possibility of interference from other medical equipment (eg, pacemakers).
We have had no major problems with the in stallation or implementation of the wireless LAN system or its subsequent use. However, as stated earlier, a site survey is vital prior to installation and implementation of a wireless LAN.
Clinical Practice and Evaluation
Our system is used primarily by radiologists within the radiology department and in the outpatient clinic.
In actual clinical practice, the radiologist saves time and energy by having past and present radiologic information literally at his fingertips. All im portant and necessary information can be re trieved and reviewed by simply pressing keys on a computer keyboard, as opposed to making fre quent phone calls for patient information and los ing precious time by having films retrieved or re trieving them oneself.
The only peripheral clinicians using this system at the present time are orthopedists. Like radiolo gists, they can access all the radiologic informa tion about their patients with a computer keypad without having to come to the radiology depart ment. This is of particular importance when static images are necessary.
The only problem we have encountered to date has been a slightly longer data retrieval time when many people are accessing the system simulta neously. This is not a significant problem, however; the longer retrieval time can be measured in seconds. Thus far, the system has been highly acclaimed and quite successful.
Bluetooth Technology
Bluetooth technology is a new wireless personal area networking technology that has gained sig nificant industry support and will coexist with most wireless LAN solutions. This system is configured to operate in the 2.4-GHz ISM (Industrial Scientific Medicine) band, the same band rate as that of wireless LANs.
The Bluetooth specification is presently designed for a 1-Mbyte/sec data transfer rate. This rate is to be increased to 2 Mbytes/sec in the near future. The current flow rate is much too slow for adequate image transmission and is therefore a poor, low-cost RF solution for providing links between mobile phones, mobile computers, and other portable handheld devices for connectivity to the Internet. The system also has a shorter range than a wireless LAN (approximately 30 feet). Today, Bluetooth technology is firmly es tablished in a wide range of devices to allow simple, spontaneous wireless connectivity to wired LANs (5, 12, 13) .
Plans for the Future
In the near future, plans call for our reporting sys tem to be consolidated with the other imaging modalities being used in the radiology depart ment and with the current nonmedical clerical systems. The updated design will permit access to both reporting and ordering systems through information nodes in patients' rooms and provide clinical documentation in real time at the bedside. This system will be particularly helpful in an emergency setting, in which rapid access to adequate information is crucial for proper patient treatment.
Conclusions
Wireless LANs allow access to area networks without the limitations associated with cabling in wired LANs. Mobile computing and wireless LAN technology are used improve work throughput and efficiency. Radiologists, physicians, and technologists are able to review current radiology reports and their corresponding images and in stantly compare them with those from previous examinations. We have not encountered any ma jor problems with our system, which is in con stant use and appears to be quite successful. Mo bile PC reporting systems linked with PACS are feasible in wireless LAN environments. 
Appendix: RF Safety Standards
